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Protecting customer 
privacy with GDPR



Protect through the 
entire lifecycle

Discover data across 
systems

Govern access and 
processing

• Protect user credentials with risk-
based conditional access
• Safeguard data with built-in 

encryption technologies 
• Rapidly respond to intrusions 

with built-in controls to detect 
and respond to data breaches

• Enforce use policies and access 
controls across your systems
• Classify data for simplified 

compliance 
• Easily respond to data requests 

and transparency requirements 

• Easily discover and catalog data 
sources
• Increase visibility with auditing 

capabilities
• Identify where personal info 

resides across devices, apps and 
platforms
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How do I get started?

Identify what personal data you have and where it 
residesDiscover1

Govern how personal data is used 
and accessedManage2

Establish security controls to prevent, detect, and 
respond to vulnerabilities & data breachesProtect3

Keep required documentation, manage data 
requests and breach notificationsReport4





Compliance of the platform, and many available tools

Data classification, Discovery, Security Policy, Compliance portal… 

Commitment to GDPR

Many federations already use it

Global management 





Discover:

In-scope: 

•
•
•
•

•
•
•
•
•
•

Inventory: 

•
•
•
•
•
•
•

Microsoft Azure
Microsoft Azure Data Catalog

Enterprise Mobility + Security (EMS)
Microsoft Cloud App Security

Dynamics 365
Audit Data & User Activity
Reporting & Analytics

Office & Office 365 
Data Loss Prevention
Advanced Data Governance
Office 365 eDiscovery

SQL Server and Azure SQL Database
SQL Query Language

Windows & Windows Server
Windows Search

Example solutions
1



Identify all data related to one person
Provide a report

Identify - report

DSR cases

DSR Follow-up
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Example solutions
Manage:

Data governance:

•
•
•
•
•
•
•
•

Data classification:

•
•
•
•
•
•
•

Microsoft Azure
Azure Active Directory
Azure Information Protection
Azure Role-Based Access Control (RBAC)

Enterprise Mobility + Security (EMS)
Azure Information Protection

Dynamics 365
Security Concepts

Office & Office 365 
Advanced Data Governance
Journaling (Exchange Online)

Windows & Windows Server
Microsoft Data Classification Toolkit



Label & retention policies



Tracking of Events and Incidents

Tracking of Requests from Data Subjects

Tasks Assignment and Management 
for GDPR Processes

Hierarchy of GDPR Roles in the Company
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Example solutions
Protect: 

Preventing data 
attacks:

•

•
•
•
•
•
•
•

Detecting & 
responding to 
breaches:

•
•
•
•
•
•

Microsoft Azure
Azure Key Vault
Azure Security Center
Azure Storage Services Encryption

Enterprise Mobility + Security (EMS)
Azure Active Directory Premium
Microsoft Intune

Office & Office 365 
Advanced Threat Protection
Threat Intelligence

SQL Server and Azure SQL Database
Transparent data encryption
Always Encrypted

Windows & Windows Server
Windows Defender Advanced Threat Protection
Windows Hello
Device Guard



of hacking breaches leverage 
stolen and/or
weak passwords81%

Protect at the
front door

Verizon  - 207 Data Breach Investigation Report

Available in all Subscriptions 

Protects against the Number one problem : Identity theft

One click activations

Other brands propose it also (Gmail etc..)



Azure information protection Labels





Apps

Risk

MICROSOFT INTUNE

Make sure your devices are  
compliant and secure, while  
protecting data at the  
application level

AZURE ACTIVE  
DIRECTORY

Ensure only authorized  
users are granted  access 
to personal  data using 
risk-based  conditional
access

MICROSOFT CLOUD  APP
SECURITY

Gain deep visibility, strong  
controls and enhanced  threat 
protection for data  stored in 
cloud apps

AZURE INFORMATION  
PROTECTION

Classify, label, protect and  
audit data for persistent  
security throughout the  
complete data lifecycle

MICROSOFT ADVANCED  
THREAT ANALYTICS

Detect breaches before they  
cause damage by  identifying 
abnormal  behavior, known 
malicious  attacks and security
issues

!

Device

!

Access  
granted  
to data

CONDITIONAL
ACCESS

Classify

LabelAudit

Protect

!

!

Location
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Example solutions
Report: 

Record-keeping:

•
•

•

•

•

Reporting tools:

•

•
•
•

•
•

Microsoft Trust Center
Service Trust Portal

Microsoft Azure
Azure Auditing & Logging
Azure Data Lake
Azure Monitor

Enterprise Mobility + Security (EMS)
Azure Information Protection

Dynamics 365
Reporting & Analytics

Office & Office 365 
Service Assurance
Office 365 Audit Logs
Customer Lockbox 

Windows & Windows Server
Windows Defender Advanced Threat Protection



https://servicetrust.microsoft.com/ComplianceManager





https://www.onetrust.com/





https://www.values-associates.com/fr/





• Microsoft.com/GDPR






